Chapter I-1

Training Product Classification, Foreign Disclosure (FD)

Restriction Statements, and Copyright/Proprietary Materials

I-1-1.  Chapter Overview

��Introduction	a.	This chapter provides guidance for the classification of training products, the use of foreign disclosure restriction statements, and use of copyright and proprietary materials in the development of training/training products.

	��Chapter	b.  This chapter covers the following:

Index�Content�Paragraph  ��Administrative Information�I-1-2��FD Description and Requirements�I-1-3��FD Restriction Statements �I-1-4��Copyright/Proprietary Materials�I-1-5�����I-1-2.  Administrative Information

��Purpose	a.	Classification markings alert trainers and training-related personnel of the classification of the information contained in course materials and training products. Foreign disclosure restriction statements determine the releasability of the information to military students from foreign countries, known as “foreign disclosure.”  Copyrights protect against use of information without permission from the property owner.

��References	b.	Required regulatory references are as follows:

		(1)	AR 12-8, Security Assistance Operations and Procedures

		(2)	AR 12-15, Joint Security Assistance Training (JSAT) Regulation

		(3)	AR 25-30, The Army Integrated Publishing and Printing Program

		(4)	AR 25-55, Department of the Army Freedom of Information Act Program

		(5)	AR 27-60, Intellectual Property

		(6)	AR 350-11, Exchange of Small Army Units Between the United States and Allied Nations for Training

		(7)	AR 380-5, Department of the Army Information Security Program

		(8)	AR 380-10, Technology Transfer, Disclosure of Information, and Contacts with Foreign Representatives

		(9)	AR 380-19, Information Systems Security

		(10)	DoD Directive (DoDD) 5230.25, Withholding of Unclassified Technical Data from Public Disclosure

	Note:  See Paragraph I-1-5 for copyright internet references.

��Definitions	c.	See Glossary for TD-related terms.  Definitions specific to FD are as follows:

	Foreign disclosure.  The conveying of classified military information (CMI) and controlled unclassified information (CUI) through oral or visual means to an authorized representative of a foreign government.

	Foreign Disclosure Officer (FDO).  Department of the Army (DA) member designated in writing to oversee and control coordination of specific disclosures of CMI and CUI.  FDOs are authorized for appointment to lowest command level that is the proponent for Army-created, developed, or derived CMI and CUI.

	Intellectual property.  A product of the human mind which is protected by law. It includes, but is not limited to, patents, inventions, designs, copyrights, works of authorship, trademarks, service marks, technical data,  trade secrets, computer software, unsolicited inventive proposals, and technical know-how.  The intangible rights in such property are described as intellectual property rights."  (AR 27-60)

��Continued on next page

�I-1-2.  Administrative Information, Continued

��Responsi-	d.	See Appendix B, Responsibilities, for top-level responsibilities.  Specific foreign 

bilities	disclosure responsibilities are as follows:

Activity�Responsibilities��(1)	Cdr, TRADOC�(a)	Process violations of the policies and procedures contained in AR 380-10 in the manner prescribed either for compromise of CMI, per AR 380-5, or for unauthorized disclosure of CUI outside the U.S. Government, per DoDD 5230.25 or AR 25-55.

(b)	Publish MACOM guidance that will ensure that ---

	1	All CMI and CUI being considered for foreign disclosure are referred to the FDO for approval, denial, or further coordination.

	2	Agency and command personnel release no CMI or CUI to foreign representatives other than those authorized by the FDO in accordance with (IAW) AR 380-10.

	3	Proposed foreign disclosure of CMI and CUI are considered in light of the disclosure criteria presented in AR 380-10.��(2)	Commander, Combined Arms Center (CAC); Commander, Combined Arms Support Command

	(CASCOM); Commander, Army Training Support Center (ATSC); 

	Commanders/ Commandants, Training/TD (Task) Proponents�(a)	Ensure proper handling, use, and distribution of copyrighted material.

(b)	Maintain an audit trail of all source data, i.e., page, paragraph, document title/number, date of document.

(c)	Refer all CMI and CUI being considered for foreign disclosure to the FDO for approval, denial, or further coordination.

(d)	Release no CMI or CUI to foreign representatives other than those authorized by FDO IAW AR 380-10.

(e)	Consider all proposed foreign disclosure of CMI and CUI in light of the disclosure criteria presented IAW AR 380-10, this regulation, and coordination with local FDO.

(f) 	Ensure all existing and new training courses, products, and literature have disclosure adjudication and application of appropriate restriction statement prior to release of training to foreign nationals.  Coordinate with installation foreign disclosure personnel and apply the appropriate classification marking (IAW AR 380-5) and restriction statement/number. 

Note 1:	The FDO is designated by the commander of each installation.

Note 2:	See below:  ����If CMI/CUI information in the training product was originated --�Then�����By the installation�Installation commanders, with assistance of their FDO, have authority to release CMI and CUI.�����By another TRADOC activity�CMI or CUI must be coordinated for release from one TRADOC FDO to another TRADOC FDO.�����Outside the MACOM�Release of CMI or CUI must be coordinated MACOM to MACOM.�

��������Continued on next page



�I-1-3.  FD Description and Requirements

��Introduction	a.	It is the policy of the United States to avoid creating false impressions of its readiness to make available classified military material, technology, or information.  Therefore, initial planning with foreign governments concerning training which might involve the eventual disclosure of classified information may be conducted only if it is explicitly understood and acknowledged that no U.S. commitment to furnish such classified information or material is intended or implied until disclosure has been approved.  U.S. Army personnel involved in training of foreign personnel will refrain from any commitment to furnish specific CMI or CUI until disclosure has been approved by designated disclosure authorities.

	Note:	Restriction statements are in addition to the distribution statements on Armywide Doctrinal and Training Literature Program (ADTLP) products (see Chapter II-4, ADTLP Product Management).

��Outputs	b.  Minimum essential requirement:  all course materials and training products containing CMI or CUI must show appropriate classification and FD restriction statements.

��Start Point	c.	This process begins during the design phase of product development.  This is when the developer reviews the training material to determine the appropriate location and the applicability of classification markings and restriction statements.

��Process	d.	To help protect against non-approved disclosure of CMI or CUI information in 

Requirements	training courses, materials, and product, training developers must ---

		(1) 	Forward all training course design documents (i.e., training support packages

		[TSPs], Programs of Instruction [POI], and lesson plans) and training products 	with CMI or CUI information to the installation FDO for determination of the 	appropriate category classification and the appropriate restriction statement.  

		(2) 	Apply overall and page classification markings IAW AR 380-5; apply appropriate FD restriction statements.

		(3) 	Maintain an audit trail of all source data (i.e., page, document title/number, date of document).

��Information	e.	Foreign disclosure involves the release of U.S. information by documentation, 

Categories 	visually or orally.  There are primarily three categories of information:  Classified Military Information, unclassified information, and public domain information.

	��Classified	f.	CMI is classified information that an original classification authority has determined 

Information	to be of such sensitivity that it requires special designation and protection in the interest of national security.  Coordination is required with local FDO prior to release.  There are three security classifications for CMI:

Security Classification�Releasability��CONFIDENTIAL�May be released prior to a commitment when its release is necessary to aid a foreign government in its decision making process; and/or through international programs.��SECRET�Usually not released until a letter of offer has been made and accepted.  

Note:  An exception is information that is released IAW an approved international agreement, i.e., the Technical Cooperation Program (TCP), Memorandum of Understanding (MOU), Data Exchange Annex (DEA), etc.��TOP SECRET�Requires approval of HQDA (DCSINT/DCSOPS).  Releases are accomplished generally by specific Delegation of Disclosure Authority Letter (DDL).  Exception to the National Disclosure Policy may be required.�����Continued on next page�

I-1-3.  FD Description and Requirements, Continued

��Unclassified	g.	Unclassified information is information determined by a competent authority not to 

Information	require the degree of protection afforded by the application of a security classification.  

	It may or may not warrant a degree of control over its use and dissemination: 

�Subcategory�Security Classification�Description/Releasability��Controlled 

Unclassified 

Information (CUI).



�N/A�Unclassified information of such sensitivity as to warrant a degree of control over its use and dissemination.  It is usually consigned to one or more of the following subcategories:

(	Information subject to the Privacy Act of 1974 or otherwise exempt from mandatory disclosure outside the U.S. Government under AR 25-55.  This information usually qualifies for application of the marking FOR OFFICIAL USE ONLY.

(	Technical information related to research, development, engineering, test, evaluation, production, operation, maintenance, or employment of military equipment systems and that, if disseminated outside the U.S. Government, would be subject to export controls as outlined in AR 380-10.

	Note 1:	Coordination is required with local FDO prior to release.

	Note 2:	See AR 380-10 for CMI categories.��Public Domain Information�N/A�Information deemed to be actually or potentially in the public domain and suitable for release to the public at large (not only citizens of the U.S. and immigrant aliens, but also citizens of all foreign countries acting in a private capacity).������	Note:	A competent authority is a person who is the program/project manager for or has in-depth knowledge of the subject matter.

��Disclosure	h.	Each foreign disclosure of CMI and CUI will be initially evaluated against the 

Criteria 	following criteria IAW AR 380-10:

		(1)	Disclosure must be consistent with ---

			(a)	U.S. foreign policy and national security objectives concerning the prospective recipient international organizations or government.

			(b)	U.S. military and security objectives.

		(2)	The prospective foreign recipient  will formally agree to afford such information a degree of protection equal to that afforded by the U.S. Government.

		(3)	The U.S., as a result of the disclosure, will receive benefits at least equivalent to the value of the information being considered for disclosure.

		(4)	The disclosure is limited to information that is necessary to fulfill the purpose for which it is proposed.

		(5)	All individuals and facilities having access to the CMI will have security clearances granted by their government based on an official need to know and at a level equal to that of the classified information involved.

��Continued on next page

�I-1-3.  FD Description and Requirements, Continued

��Training	i.	Disclosure of CMI and CUI contained in training courses or otherwise presented to 

Related 	foreign trainees must be approved IAW AR 380-10 through the local FDO.  Basic 

CMI/CUI 	training/TD-related guidance is as follows:

			(1) 	Maintain an audit trail of all source data, i.e., page, paragraph, document title/

				number, date of document.

			(2) 	Refer all training materials/products containing CMI and CUI and being considered for foreign disclosure to the FDO for approval, denial, or further coordination.

			(3) 	Release no training products/materials containing CMI or CUI to foreign representatives other than those authorized by FDO IAW AR 380-10.

		(4)	Ensure all existing and new training courses, products, and literature have disclosure adjudication and application of appropriate restriction statement prior to release of training to foreign nationals.  Coordinate with installation foreign disclosure personnel and apply the appropriate classification marking (IAW AR 380-5) and restriction statement (including number). 

		Note:	The FDO is designated by the commander of each installation.

		(5) 	Ensure foreign students have access only to releasable training materials for the courses they are attending.  This restriction extends to automated training databases and products.

		(6) 	Determine disclosure applicability of a specific country before the course is placed on the Military Articles and Services List or otherwise indicated as available for foreign attendance.

		(7) 	Ensure course material or training products containing CMI is equally suitable for disclosure to all foreign government participants enrolled in the same course of instruction.

		(8) 	Ensure that foreign representatives participating in training and training-related activities under AR 12-8, AR 12-15, and AR 350-11 do so based on invitational travel orders (ITO).

	��Process	j.	Security of U.S. interest during training and the use of training products is a 

Completion 	continuing responsibility of all personnel involved in the design, development, and delivery of training and training products.

	��Quality	k.	To ensure quality training, the individuals designing the training must ensure 

Control 	compliance with AR 380-5, AR 380-10, and AR 380-19. 

��I-1-4.  FD Restriction Statements

��Restriction	a.	All existing and new training courses, products, and literature must have disclosure

Statement 	adjudication and application of appropriate restriction statement prior to release of 

Alert	training to foreign nationals.  Developers must identify the appropriate security classification for all training products, to include courses, TSPs, and lessons/lesson plans, IAW AR 380-5, Department of the Army Information Security Program.  Products that are ---

		(1)	Classified Military Information require an appropriate restriction statement.

		(2)	Unclassified are considered CUI and require an appropriate restriction statement unless determined and marked as “Public Domain.”  

	��Continued on next page

�I-1-4.  FD Restriction Statements, Continued 

��Training/ 	b.	The applicable FD restriction statement (including number) should appear (as shown

TATS Course	below) on the cover of every Training/TATS Course TSP which contains CMI or CUI and

TSPs	is used for training of any foreign student.  See Paragraph I-1-4.c below for restriction statements for TSP subcomponents (e.g., lesson plan, POI, course management materials, etc.) or stand-alone training products. 

FD1.  The materials contained in this course have been reviewed by the course developers  in coordination with the (installation/activity name) foreign disclosure authority.  This course is releasable to students from all requesting foreign countries without restrictions.����FD2.  The materials contained in this course  have been reviewed by the course developers  in coordination with the (installation/activity name) foreign disclosure authority.  This course is releasable to military students from foreign countries on a case-by-case basis.  Foreign countries desiring to place students in this course must meet one or more of the following criteria: (1) Own (a specific piece of equipment); (2) Have a signed Letter of Intent (LOI); (3) Have waiver from HQDA; (4) Have USG release for training; (5) etc.����FD3.  The materials contained in this course have been reviewed by the course developers in coordination with the (installation/activity name) foreign disclosure authority.  This course is NOT releasable to students from foreign countries.����FD4.  The materials contained in this course have been reviewed by the course developers in coordination with the (installation/activity name) foreign disclosure authority.  Some component(s) of this course is(are) NOT releasable to students from foreign countries.  See each Training/TATS Course TSP subcomponent/ product for applicable FD restriction statement.����TSP Sub-	c.	One of the following FD numbers and restriction statements should appear on the 

components;	cover of any TSP subcomponent (e.g., lesson plan, Program of Instruction, course 

Training	management materials, etc.); stand-alone training products; and training literature 

Products/	containing CUI or CMI information.  These restriction statements are in addition to the 

Literature 	distribution statements on Armywide Doctrinal and Training Literature Program (ADTLP) publications (see TR 350-70, Chapter II-4, ADTLP Product Management).

�FD5.  This product/publication has been reviewed by the product developers in coordination with the (installation/activity name) foreign disclosure authority.  This product is releasable to students from all requesting foreign countries without restrictions.������FD6.  This product/publication has been reviewed by the product developers in coordination with the (installation/activity name) foreign disclosure authority.  This product is releasable to students from foreign countries on a case-by-case basis.������FD7.  This product/publication has been reviewed by the product developers in coordination with the (installation/activity name) foreign disclosure authority.  This product is NOT releasable to students from foreign countries.������I-1-5.  Copyright/Proprietary Materials

��Requirements	Copyright and proprietary material can be used in the development and implementation of training programs, products, and materials provided the appropriate written authority/permission is obtained from the property owner prior to using the material.  As a general rule, it is a violation of law to use copyright and proprietary material without this permission.  Use of a copyrighted work by the Army without permission of the owner must be approved by the Intellectual Property Counsel of the Army (per AR 27-60).  Unless it is specified in the agreement with the owner that you have unlimited usage/distribution rights, proprietary material can not be used carte blanche.  This applies to, but is not limited to, written material, graphics, video, development programs, and IMI products.  You should ---

	(1) 	Determine if the material you want to use in the training is copyrighted or proprietary.  Proprietary or copyrighted materials will contain an appropriate restrictive legend or copyright notice.  The copyright mark or restrictive legend would appear in the front of any copyrighted/restrictive text.

	(2) 	Include SJA in your staffing procedures prior to buying any proprietary materials for inclusion in training products/materials and consult with them to ---

		(a) 	Review/determine your rights concerning the use of existing proprietary materials for training purposes and the need to obtain approval for use in courseware.

		(b) 	Review any site license purchased or about to be purchased and render a decision on your rights.

	(3) 	Acquire acquisition of the rights necessary to maximize your investment of proprietary programs/materials before designing and implementing the training program.  This includes ---

		(a) 	Obtaining royalty-free rights to use, duplicate, and disclose data for government purposes.

		(b) 	Obtaining unlimited rights to the IMI (CBI) to the extent authorized by the Federal Acquisition Regulation.

			Note:	Violation of site license agreements may have serious legal consequences.

		(c) 	Ensuring life cycle availability of any authoring program.

		(d) 	Obtaining all associated software libraries and materials necessary to design/revise the training product, e.g., IMI (CBI).

Review all printed materials which have been or are to be placed in the digital library or in other digitally delivered formats to determine if any copyright protected material is contained.  If any copyright protected material is present, contact the owner of the material and request permission to use the material in a document or program placed on the Internet or delivered by other digital means (e.g., CD-ROM, DVD).  The original copyright release granted for printed materials is not sufficient as permission must be obtained for the specific use of the material delivered via the Internet or by other digital means (CD-ROM, DVD).

		(a) 	If permission is granted, the permission document must be placed on permanent file. 

		(b) 	If permission is not granted, the material must be extracted from the document before it is placed on the Internet.

	(5) 	Maintain a record copy of any document that grants permission/authority to use the proprietary material.

	Note:	Helpful copyright internet sites:

		Copyright Clearance Center:  www.copyright.com

		US Patent And Trademark Office:  www1.uspto.gov

		U.S. Copyright Office, Library of Congress:  lcweb.loc.gov/copyright
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